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1. Scope

1.1 This policy covers all data collected from parents/carers, pupils, external
agencies, other schools and kept internally as part of the young person’s school
record. Data is only kept for the purpose of relevant business use. It covers data
held electronically as well as paper records. It also covers work completed by
students during education programmes including qualification portfolios.

1.2 The Respect Collaboration of School also adopts the Derby City Council Data
Protection Policy and is fully compliant with the General Data Protection Act (2018)
and is considered alongside the Information Sharing policy and Confidentiality policy
and procedures. Derby City Safeguarding Board procedures and guidance are
referenced during any review of this policy.

2. Principles

2.1 The Respect Collaboration of Schools values the dignity of every individual
member of staff and will apply this policy fairly and consistently in line with its core
values of RESPECT . We will explore reasonable adjustments in applying this
procedure to employees with a disability.

3. Policy Statement

3.1 In line with the General Data Protection Act (2018), data will be processed

according to the following principles:

e Personal data shall be processed fairly and lawfully

e Personal data shall be held only for one or more specified and lawful purposes
and shall not be further processed in any manner incompatible with that purpose
Or purposes.

e Personal data shall be adequate, relevant and not excessive in relation to the
purpose for which it is processed.

e Personal data shall be accurate and where necessary kept up to date

e Personal data processed for any purpose shall not be kept for longer than is
necessary.

e Personal data shall be processed in accordance with the rights of the data
subject under the data protection act.

e Appropriate technical and organisational measures shall be taken against
unauthorised or unlawful processing of personal data and against accidental loss
or destruction of the data.
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4. Registration

4.1 The school is registered with the Information Commissioner Office. The
registration number is ZA044324. The contact number for the ICO is 0303 123
1113.

4.2 The main contact for this registration, currently the Director of Operations, has
been issued with a unique security code that has to be quoted every time the ICO is
contacted.

5. Use of Data

5.1 Access to data is only granted to relevant staff of The Respect Collaboration of
Schools and information will not be disclosed to any other party without the express
permission of the individual or organisation that has supplied the data. The only
exception to this is where required by law eg requests from the police or courts or
should there be a significant child protection issue — see Confidentiality Policy and
Safeguarding Policy.

5.2 The General Data Protection Act (2018) includes provision for individuals and
organisations to access data stored about them by making a formal subject access
request — see school records policy.

5.3 Information will be released to official qualification awarding bodies and access
granted to their officers but only to the extent required to register and accredit
gualifications.

6. Information of Rights

6.1 Information will be provided to parents, as part of our induction process,
informing them of their rights with regard to information being held about them and
their child.

7. Data Retention

7.1 In accordance with the General Data Protection Act (2018), guidance from the
Information and Record Management Society Toolkit for Schools and Derby City
Document Retention Schedule data, documents will not be retained for longer than
necessary. The time of retention will be determined by various factors. See School
Records Policy and Derby City Document Retention Schedule.

8. Data Security

8.1 All data held electronically is backed up daily to avoid problems in the case of
technical faults. When access to computers is required for repair the Respect
Collaboration of schools will only use reputable firms, commissioned through official
procurement processes and will seek assurance of the security of data during and
after the access period.
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8.2 Where access to personal data of any kind is granted to any external agency for
example external agencies delivering education to young people, a confidentiality
statement will be signed by the external agency to ensure compliance with pupil
confidentiality and the safeguarding of young people at all times.

8.3 Paper records are held in lockable cabinets to prevent unauthorised access.

8.4 All staff have individual passwords and restricted access to data dependent on
roles and responsibilities to ensure data is accessed appropriately.

9. Breach of Data Protection

9.1 In the event of a breach, or a suspected breach, the full details will be sent to the
Information Commissioners Officer and an investigation will be carried out by them to
establish:

If a breach has occurred

The level of risk to the affected parties
Actions to be taken by them

Actions to be taken by us

PwpnPR

10. Data Protection Officer

10.1 Data Protection is managed in school by Helen Buckley, Director of Operations.
She can be contacted via: h.buckley@respectschools.co.uk

10.2 The Scholl’s Data Protection Officer is John Walker. He can be contacted via:
John.Walker@phplaw.co.uk

11. Consent

11.1 As a school we will seek consent from staff, volunteers, young people, parents
and carers to collect and process their data. We will be clear about our reasons for
requesting the data and how we will use it. There are contractual, statutory and
regulatory occasions when consent is not required.

11.2 We may process personal and sensitive data without consent if another
provision applies.

11.3 Consent is defined by the UK GDPR as “any freely given, specific, informed
and unambiguous indication of the data subject's wishes by which he or she, by
a statement or by a clear affirmative action, signifies agreement to the
processing of personal data relating to him or her”.

11.4 We may seek consent from young people also, and this will be
dependent on the child and the reason for processing. Pupils over 13 can
give or withdraw consent.

12. Consent and Renewal

12.1 On the school website we have ‘Privacy Notices’ that explain how data is
collected and used. It is important to read those notices as it explains how data is
used in detall.
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12.2 Obtaining clear consent and ensuring that the consent remains in place
is important for school. We also want to ensure the accuracy of that
information.

12.3 When a pupil joins us, part of the process is to seek consent. This
information is retained on the pupil file. If there are any changes, please
inform us.

12.4 We review the contact and consent form on an annual basis. There will
be reminders about the need to update us throughout the school year.

13. For Pupils and Parents/Carers

13.1 On arrival at school you will be asked to complete a form giving next of kin
details, emergency contact and other essential information. We will also ask you
to give consent to use the information for other in school purposes, as set out on
the data collection/consent form.

14. Pupil consent procedure
14.1 Where processing relates to a child under 13 years old, school will obtain the
consent from a person who has parental responsibility for the child.

14.2 Pupils may be asked to give consent or to be consulted about
how their data is obtained, shared and used in certain situations.

15. Withdrawal of Consent
15.1 Consent can be withdrawn, subject to contractual, statutory or regulatory
constraints.

15.2 Where more than one person has the ability to provide or withdraw consent
the school will consider each situation on the merits and within the principles of
UK GDPR and also child welfare, protection and safeguarding principles.

15.3 Please complete the appropriate form. These can be located on the website or
by contacting admin@respectschools.co.uk
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